RFC 2350 JabarProv-CSIRT

1. Document Information
This document contains a description of JabarProv-CSIRT in according to RFC 2350. It
provides basic information about the JabarProv-CSIRT, its channels of communication,

and its roles and responsibilities.

1.1. Date of Last Update

The current version is 1.0 and published on June 22, 2020.

1.2. Distribution List for Notifications

There is no distribution list for notifications.

1.3. Locations where this Document May Be Found
The current version of this document can always be found at

https://csirt.jabarprov.go.id/static/rfc2350/rfc2350-id.pdf (bahasa version)
https://csirt.jabarprov.go.id/static/rfc2350/rfc2350-en.pdf (english version)

1.4. Authenticating this Document
Both documents have been signed with the PGP Key of Bidang Persandian dan
Keamanan Informasi, Dinas Komunikasi dan Informatika Provinsi Jawa Barat. See

section 2.8 for more details.

1.5. Document Identification

Both documents share the same attributes

Title :  RFC 2350 JabarProv-CSIRT

Version : 1.0

Document Date : June 22, 2020

Expiration : This document is valid until superseded by a later version

2. Contact Information
2.1. Name of the Team

Jawa Barat Provincial Government - Computer Security Incident Response Team.

Short name: JabarProv- CSIRT.

2.2. Address
Dinas Komunikasi dan Informatika Provinsi Jawa Barat
Jalan Tamansari No. 55 Kota Bandung

Jawa Barat Indonesia

2.3. Time Zone
Kota Bandung (GMT + 07:00)



2.4. Telephone Number
+6222 2502898

2.5. Faximile Number
+6222 2511505

2.6. Other Telecommunication

None Available

2.7. Electronic Mail Address

csirt[at]JabarProv.go.id

2.8. Public Keys and Encryption Information

Bits : 4096

ID : 0x15017BFB

Key Fingerprint : 7E01 E3FA 517E 3F7B 069F 62D0 9BD4 F6FB
1501 7BFB

xsFNBGHv6gYBEADOOIz0aU0¥mi+4WUCucaEWexbuxtf5GJzm0OT4s971UnCzpzc9z
Pb+27%eGWZCel/YTNJAW2LnybhmBbbIm25rwlYvICzfwPgvYaxDjSZ1LYVt6ztliqg
AmB21agM4VVM/icM7eDcARYLPEByuUVCY6/AkclYkzEG3JriJWOGEND7Jf44cX4YJ
vYJ4HQ4jexzgPlktyg8X3/WbNTCphdqJYAfWcTNJodPW7E1t55PCsgL5eHe0D66y
UocYRBXZVmDed9XHUn6hibBvByhdl6SzVEEUMva2zl/rbu8FMKy08xwtwdYXVrxf
2DJ1kbl1TukuG2LnytWuxBpgSUg82T/0sT7511WaFAT310xT02GedMYy3gXOMgZt5
x1pG6x9vIewglPnNtDax1D/ONQaSfdhXLW5UdGss3K9¢c9a6LTbtHoP7JVsSAOIGSF
xVzQON/h4vogLgLAsR2HOFt8AtVxLQU7LnvI2gDLggzL5sM3M+mE frkpxgJIxCDNkS
iVBUB2w/aJf43gTDyCn3sYkOIjVwOuKwZZJIpYwY JMRQOxvkmTu00/ZXZa+nCDDoc
/WUM1ELQtuy3PZQdfEfBfMPFVJIndXtjAs7sNVZMSoLafCMNEBVidxtaKHtQB/Rgy
bkKgy7Jti5tXZEuyzLj51lmEcrSxIZZqushtoBO9nYP7QLa+Syo6+MLDFrHQARAQAR
zSAKYWJhc1Byb3YtQINJULQgPGNZzaXJ0QGphYmFycHIvdi5nby5pZD7CwY8EEWE I
ADKWIQR+AeP6UX4/ewafYtCblPb7FQF7+wUCYe/qqAUJBaOagAIbAWULCQgHAGYV
CAKKCwIFFgIDAQAACgkQmMIT2+xUBe/surhA//Wz1CnYRA07J/baz2jjwlUe31DhuaH
ha7smay6nUnd4D4d4YYAfhGTW8auVxyKQQhhXHe 9QXRIX5W+IJQDrf7UA0OHZCIQzZ
udWi4wVpl7zzzGIl+EadvJ+NUKEdEf/KLIJWZOtlaFxkvyzmFzxksvnMzFqGsZZ4viW3
MK2ZgVVQ6eObxjgcmhaval 7TKVLRE6XKcg2mopFPD2nYhZ0nUrXmt11fFX1Tp3HEC
xVbxkfe0zVV7/NCnkEiLz91LXgbv1zxi0DZKPJ+5hakwZZEri06QFDYOEUmaWeWl
nS6Fkkmalnta5WChw/f6n/WBhOgyVtZas4Khz45gqpBjBtmGoH90ohZ1UB20yH/SV3
ebyEUeAJfcCuw+IGEN9VL2MLVHPaR8Aq71+0BASKZ8kfuvLKK]3VAI/s2ChKPOLS
Q5Cr2cyumX5iKIb4WWiI3CErsH834874Q2W/s6EGz1 fMw4IWOx7kLt+udzcluuCy
4GYXEWLrufu0a7IQZ/ucxNCSrAIJx4o/xprWPdUGLV60HMQ/Hyhczt0bsSy0s8e+6
WRVJIgrDLjsvA8YDmASOphiGX4 fXdUPXWOAPTO7+mzacLT1Gz2kXZgoRs7HsQIyeo



iUTfACCBm8xnPju76CcWLKtBF98M/RkhCwmIMUUJGZ/sd6HiPuuPUyZ4IgecLadty
3MCOWO1PWESxD]jjOwUOEYe/qgAEQANELVMmrgQ0YQ48a58J8h7SsPZsgWt OXFpmo
06601VtgPODC8VWE6/T2uhY+9ChNJ72ZXRXn7gQ/P£7urmOV1VDAVOseKrDrOvxt
rUcyAOuYV3Sp76FRF17/grZzIFQmnlFpujtPtRIAPT9aJ/Pa55nu7azXEASBG8FeH
+auqnyI 6gdCIgHWwQZTMoORcraePe723tnvnhuRtOMwOP60rskoVFHpyspJbDc7f
C4ZeaUmPEdAJjDYytKY6CgGItoobnaWyp5zxM0O3R9Q47/6cIJwxTbk94ubmfxI+IfBH
nt+xI09tQf4KegA4KszKBZwb5dB1BajioXmA85IMW75h90ONRcDyR+8/u0GgWsAMw
fEYQS/gNTpSVczr0+7+K8j3ndfniahQNicxHnaBtl/Wj8PAKj0s3HA9HIJg4c4dlp
WWSWRyFrynONywcVwCeDf35Ue0SX2whTz6Yd1QyulOjw4aL6ovIOb7mUPKMxbNUJI
11GVMNCICWGGECIMOtkJIdA+NQl+1ZdpIgDf1APHv4Uub6WHX34mAwWr1BD1jUUOZIJID
FaeeW55dmTF4EDVQ/vZim6CuhsJECcfjdS8X+1M7PsgR6bXNW83PuoecqgZXSuzX0x
xperhk3pIlokwEvKbh9Ctwg3DolLD4IgYzsggyAMXDEkKS/ITId2Z2U3P1iB3Pmjjmy4D
crk8LONhABEBAAHCWXWEGAETIACYWIQR+AeP6UX4 /ewafYtCblPb7FQF7+wUCYe/g
qQUJBaOagAIbDAAKCRCL1PL7FQF7+1k7EADI62AWESTbtIuzdiI5zpQ/SK1+4H8h
USL2wN8ND+udwzggqgQl50fox82JIVvKEKkIUu6RwVOoYJV/ADA3ihhVSDto6x9Q0+nL
1Imud4geoWddPa8WhlInVuDJQhTUQErCHOh1dtIpjQRZWMAJAEAAh8cuhDf10XQoONP
uKQ+d9vRPByrnzxyDYTkMGG6UC1XEejgED+sXS1TI019Xr1f23DMI1G1Poy64agQpm
£zGJ26DoUG2Q+zAv8svIqb57igbny/gi5Gg+Qji0XUNZFUS7AXGYCvznZNxV1 /1N
36py2sNPyOfGT1QOAW4 62BbuTE4ANLAGxWIRemyIpl9s1hKg+YKwH8cCnpRONnZMzg
KuUhFyDa72PQ2ROLJzt5RcLkBbIhLszBEOsYsCuOob/xFu8VJJdlf9Ck7rg09tKe
zVh0+F3XiDQz6s040UwHLA1LO8xnohEkBOg5QTIa68czpR+GaNmmvolpOUoXRTeue
JrnW8Iry4A0Sk4M1ZvhgJhcUHS5I0oLuPQTc2C26GxD5qg/vRO7ha//39Z2v0gl8iTJa
KZ3tsRqw04zS/wegwvo+1V5+6G2gN9JgP/gbv5i/r1S0/eyag3QtlgjxG7xwAOBN
fOFNrCtKhgk5820tg6JBAZIWcFYfL+3csAjWg0S1XdgAJg0/zVOLd66MgxdS4YW
8ZWbgI5SmOTAkFg==

=v99d

The PGP key file can always be found at: https://csirt.JabarProv.go.id/assets/
PubKeyJabarProv-CSIRT 2022.asc

2.9. Team Members
the Director of JabarProv-CSIRT is the Regional Secretary of West Java Province,
Responsible Person is the Administrative Assistant of the Regional Secretariat of
West Java Province, the Chairperson of West Java Province-CSIRT is the Head of
the Communication and Information Office of West Java Province, CSIRT
Secretariat is the Secretary of the West Java Provincial Communication and
Informatics Office, and its members are from the Employees which reports cyber /
information technology incidents at each Regional Apparatus Organization in West

Java Provincial Government Environment.

2.10.0ther Information

None available



2.11.Points of Customer Contact
The preferred method to contact JabarProv-CSIRT is to send an e-mail to
csirt[at]JabarProv.go.id or call +6222 2502898 to Bidang Persandian dan

Keamanan Informasi.

2.12.Vision Statement

JabarProv-CSIRT's vision is the realization of cyber resilience in the environment

of the reliable and professional West Java Provincial Government.

2.13.Mission Statement
The mission of the West Java Province-CSIRT are:
a. developing, coordinating, collaborating and operating a system of mitigation,
crisis management, prevention and recovery of cyber security incidents in the
West Java Provincial Government environment;
b. building cooperation in the framework of overcoming and recovering cyber
security incidents within the Government of the Province of West Java;
c. building the capacity of resources to handle and recover cyber security

incidents in the West Java Provincial Government.

2.14.Constituency
JabarProv-CSIRT constituents include the Regional Apparatus within the Regional
Government of West Java Province that uses the West Java Province Data Center

services.

2.15.Sponsorship and/or Affiliation
JabarProv-CSIRT is part of the Regional Government of West Java Province so

that all funding comes from the West Java Province Regional Budget.

2.16.Authority
JabarProv-CSIRT has the authority to carry out incident mitigation, incident
mitigation, investigation and analysis of the impact of incidents, and recovery after

cyber security incidents in the Regional Government of West Java Province.

JabarProv-CSIRT undertakes countermeasures and remedies at the request of its
constituents and can coordinate with BSSN / other parties for incidents that cannot
be handled.

Policies

3.1. Types of Incidents and Level of Support

JabarProv-CSIRT has the authority to handle incidents namely:

a. Web Defacement;

b. DDOS;



c. Malware;
d. Phising.
The support provided by JabarProv-CSIRT to constituents can vary depending on

the type and impact of the incident.

3.2. Co-operations, Interaction and Disclosure of Information
JabarProv-CSIRT will collaborate and share information with CSIRT or other

organizations within the scope of cyber security.

All information received by West Java Province-CSIRT will be kept confidential.

3.3. Communications and Authentication
For regular communication JabarProv-CSIRT can use email addresses without data
encryption (conventional email) and telephone. However, for communications that
contain sensitive / limited / confidential information you can use PGP encryption on

e-mail.

4. Services

4.1. Reactive Services
The reactive services from JabarProv-CSIRT are the main and priority services,
namely:
5.1.1 Alert service related to cyber incident reports

This service is carried out in the form of providing warnings of cyber
incidents to electronic system owners and statistical information related
to the service.

5.1.2 Incident relief and recovery services
This service is provided in the form of coordination, analysis, technical
recommendations and on-site assistance in the context of mitigating and
recovering cyber incidents

5.1.3 Vulnerability management services
This service is provided in the form of coordination, analysis, and
technical recommendations in order to strengthen security (hardening).
However, this service only applies if the following conditions are met:

a. Reporting of vulnerability is the owner of the electronic system. If
the reporter is not the owner of the system, the report on
vulnerability cannot be handled;

b. wvulnerability handling service can also be a follow up to the

Vulnerability Assessment activity.

5.1.4 Artifact handling services

This service is provided in the form of handling artifacts in the context of



recovering affected electronic systems or investigative support.

4.2. Proactive Service
JabarProv-CSIRT is actively building capacity of cyber security resources through

activities:

5.2.1 Notification of observations related to new threats
This service is provided in the form of the results of the Honeynet BSSN
early detection system. JabarProv-CSIRT provides statistical information

related to this service.

5.2.2 Security assessment service
This service is in the form of vulnerability identification and risk
assessment for discovered vulnerabilities. JabarProv-CSIRT provides

statistical information related to this service.

5.2.3 Security audit services
This service is in the form of information security assessment.
JabarProv-CSIRT Indonesia provides statistical information related to

this service.

4.3. Cyber Handling Readiness Improvement Service
JabarProv-CSIRT improves the quality of security through activities:
5.3.1 Consultation related to preparedness and recovery of incidents

This service is provided by JabarProv-CSIRT in the form of providing
technical recommendations based on the results of the analysis related to
incident response and recovery.

5.3.2 Development of awareness and concern for cyber security
In this service JabarProv-CSIRT documents and publishes various activities
carried out in the framework of building awareness and concern for cyber

security.

5.3.3 Guidance related to preparedness for the response and recovery of
incidents
JabarProv-CSIRT prepares a training program in the context of supporting

incident response and recovery.

6. Reporting of Incidents

Cyber security incident reports can be sent to csirt [at] JabarProv.go.id by attaching at



least:

a. Photo / Scan of identity cards;

b. Evidence of incidents in the form of photos or screenshoots or log files found.

Disclaimer

None available



